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DDA 78-1551/18 


26 December 1978 


MEMORANDUM FOR: Director of Central Inbal anna) ie 
an i 


FROM: John F. Blake } 
Deputy Director for Administration 


senting STATINTL 
SUBJECT: "Rusty Blue Bags" 


STATINTL 
1. You and I may run the risk of incurring [==] 


wrath as I respond to the question you properly 
put to me in your note of 22 December. 


STATINTL 2. Last week, in what I understand to be a forces ul 
conversation, directed Dave Brandwein of OTS to 

STATINTL undertake immediate procurement of the bags. Ma Seether 
directed Brandwein to 'do this without any coor ination with 
DDA." Inasmuch as Dave was not enjoined to secrecy, he 
informed me of the matter. 


3. At my request, Dave's people have had the manu- 
facturer of the bags undertake a study to sce if they 
could be made more tamper proof. They also were pursuing 
several other devices that could possibly serve the same 
purpose, 


STATINTL 4, It would appear, then, the current status 15 that 


the bags are under order. On the date of this memorandum, 
I am asking Dave Brandwein to furnish you a separate report. 


John [. Blake 
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22 December 1978 


MEMORANDUM FOR: Deputy Director for Administration 
FROM: Director of Central Intelligence 


S\WJECT: Security Containers 


I just signed another letter advertising that we have done 
research on security containers such as the "Rusty blue bags." 
Where does that project stand? I really think there are some 
documents I would like to Pass around within the Agency and just 
keep out of the eyes of anyone except brincipals. While the 
blue bags would not do against the KGB, I think they will suffice 


this purpose. 


25X1A 
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STANSFIELD TU 
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MEMORANDUM FOR: wyrr. Blake ILLEGIB 


Just to be sure that your researc Gaal the 
clips for the bag (I'm informed) were to be color coded 
and possibly stamped with a code number or other 
identification so that they would be individualized and 
only the individual who inserted the clip would have that 
particular clip which he would retain under secure 
control. In other words, barring someone counterfeiting 
one, thes would add some security to the system. Also, 
the intent is notam inviolable packaging, but an extra 
measure of confidentiality in passing papers amonp top 
echelons (similar to the paper you recently sent ina 
Scotch-taped sealed "Eyes Only"! envelope to the DCT-- 
which can easily be reopened and resealed or a new 
envelope made to conceal the fact that it has been opened 
along the way) which would be better than simply a 
sealed envelope as is now used. 
Wanted to mention these two things for your saAxksck info STATINTL 
since they may come up when you make your presentation 
on a OTS-recommended container. 

Date 5 Aug 78 ; 
oa 10] USE PREVIOUS — Tee. 
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MEMORANDUM FOR: Deputy Director for Administration 


FROM: Robert W. Gambino 
Director of Security 


SUBJECT: Pouch Protection Evaluation - 
Zippered Plastic Briefcase 


REFERENCE: Memo dtd 21 June 1978 for ADDCI 
from DCI, subject: Security Consciousness 


1. Action Requested: This memorandum contains a 
recommendation for your approval in paragraph 3. 


2. Background: As a result of interest indicated by 
NCI in reference memorandum to utilize the zippered plastic 
briefcase on a trial basis, this Office undertook to establish 
the security of the system for the purposes suggested. 


During this examination we consulted with the 
Chemical Branch, Office of Technical Service, for their 
professional assessment of the system. The zippered 
plastic briefcases are available on the commercial market 
and the clips that "secure the bag" are available in large 
quantities. The Office of Technical Service in their 
examination of the briefcase indicates that it <loes not 
offer any security to a sophisticated entry attempt and 
only minimal security to casual entry. There are many 
entry points in this container, the most obvious of which 
are: (1) Simply reapplying the seal (again they are 
commercially available); (2) Breaking the seal and gluing 
it back together (the second break would be at the same 
point as the first): or (3) Unstitching the ton. 


It is our professional judgment that the plastic 
briefcases not be used for the purposes indicated as it 
would only provide a false sense of security. 


Of & 2031 
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While reviewing the zippered plastic briefcase 
with OTS we did become aware that there are secure methods 
that can be used for the purposes outlined. The costs of 
these systems are approximately the same as the briefcase 
we examined but they are not reuseable. 


3. Recommendation: Based on our examination of the 
zippered plastic briefcase with the disposable seal, it 
is recommended that the Office of Security pursue the 
examination of the more secure containers with the 
Nffice of Technical Service and provide same to the DCI 
for his perusal. 
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21 JUN 19/8 


MEMORANDUM FOR: Acting Deputy Director of Central Intelligence 


FROM: Director of Central Intelligence 
SUBJECT: Security Consciousness 
STATINTL 


STATINTL 


STATINTL 


STATINTL 


1. I am impressed by RE 2 tes memo (attached). It 
jibes with all kinds of conversations I have had in recent days from 


middle-level groups to all of the DDO branch chiefs to numerous individual 
conversations. Almost everyone is hypnotized by the fact that all leaks 
must come from somewhere else. No one is thinking of how to stop the 
leaks in his office. I would really like to get geared up on this with 

a poster campaign, a lecture campaign, a "Security Consciousness Week," 
or whatever other gimmicks we need. 


2. Speaking of MM I'm still concerned about a lack of 
clear identification of classified paper. Would it be impossible to put 
all classified messages on salmon paper like we do outgoing messages? 
Would it be possible to buy a stock of white paper for classified letters 
and memoranda in which the paper had a red diagonal stripe down it? 


3. Beyond this, MMMonce showed me a zippered plastic 
briefcase (attached) with a plastic disposable seal (which he obtained 
from OTS}. I'd like to buy a hundred of these and put them into use on 
a trial basis. The idea would be that when one of us wanted to send 
something very sensitive to another he would put it in such a case, label 
jt on the front, "Seal to be broken only by ," put a plastic seal inside 
the case and then use a second seal to secure it on the outside. When it 
is delivered to the addressee, he will clearly know whether somebody has 
opened it improperly en route as he breaks the seal or finds that the seal 
has already been broken. After he has read it, he takes the seal from 
inside the case and reseals it and changes the label to send it back to 
the originator. Please look into this one. 


it 
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STATINTL | 
MEMORANDUM FOR: aes | 
Assistant to the NiO for Political Economy 
PROM: John F. Blake | 
STATINTL Nenuty Director for Administration. 

RE FARENCE : Memorandum for DDA from A/NIO/PE, dated 


#1 June 1978, same subject 


i. ‘he concern of each employee, coupled with actual 
personal adherence and self-discipline in becoming acquainted 
with and following security regulations, is the central 
strength of our security program. Unless there is commitment 
on the part of each employee and supervisory command in these 


STATINTL ureas, the entire program suffers. While I appreciate your 
“two cheers” for the irs I en surprised : 
that you seem to recognize it as a new subj f£ security and 


administrative concern. I will therefore add the comment that 
over a year ago, as a result of some serious deficiencies in 
these particular areas, much was done to rectify and bolster 
STATINTL procedural processes in the classification and marking of 
graphic materials. As part of these actions, 
“Security Markings on Graphic Materials," was published on 
. 27 April 1977. The instant BBM is a reissue of this 
STATINTL ¢irst Notice, republished with only minor change after the 
need to continue to highlight this problem was found to exist 
jn discussions between the Office of Security and the Printing 
and Photography Division, Office of Logistics (P&PD/OL). 


2. The Office of Security has reviewed the matter of 
classification markings, etc., as presented in paragraph 2 
of your memorandum. Those responsible in Graphics and 
Visual Aids Staf£ (G§VAS), P&PD/OL, report that they use an | 
internal work order format which requires that the classifi- 
cation of the graphic to be produced be identified and recorded 


OS8 1843/A 
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and, where feasible, they attempt to standardize the 
viacement of the classification and control markings at 
the top and bottom middle of each visual aid. P§PD/OL 


will continue to demand customer compliance in affording 


sroper and appropriate classification and control instruc- 
tions in each new request. As you are aware, these respon- 
sibilities must lie with the customer as P&PD/G&VAS personnel 
are not in a position to be knowledgeable of levels of 
classification or degree of sensitivity of much of the 
viaterial they process. Employees who have graphic arts 
requirements cannot delegate their personal security respon- 
sibilities in these cases. Thus, they are expected to be 
aware of the appropriate security regulations and procedures 
atfecting their work responsibilities. 


STATINTL 5s, WIE © 2 Rccords Administration 
eranch/I s presently pursuing the matter of standardizing 


STATINTL 


the size of classification and control markings/stamps to 

be used on Agency material. An appropriate Headquarters 
Notice will be issued as soon as these determinations are 
made. In the interim, you may desire to direct your sugges- 


tions and comments to [TT Chief/ISAS/DDA, 


yegarding these matters. 


A, The Office of Security is presently working with 
command elements within NFAC to develop a specialized 
briefing (or rebriefing) on those security procedures lacking 
in the NFAC work environment. Additionally, thought is being 


given to highlighting selected Headquarters Security Regulations 


and Notices as required reading by all Agency employees on a 
semiannual basis. This requirement would not only reinforce 
the responsibility on supervisory personnel to he aware of 
those regulations which require special emphasis, but also 
insure that personnel under their jurisdiction are fully 
copnizant and responsive to these requirements. 


John F. blake 
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CENTRAL INT’ ‘GENCE 


National Intelligence Officers 21 June 1978 


MEMORANDUM FOR: Jack Blake ! 
DDA J 
A 


o—<_ iT 


STATINSUBJECT 


1. Two cheers for your much needed Notice 
on "Security Markings on Graphic Materials." 
Time and again, I have been dismayed by the 
lack of rigor and sensitivity in the handling 
and marking of these graphics, especially in 
the draft stage. 


2. Two suggestions: Could you direct that 
the classification markings appear in one standard 
place (e.g., in the middle of a page, at the top 
and bottom)? ! find on many graphics you really 
have to hunt te find the classification. Could 

you also direct that the marking be made large 
enough so that you don't have to read it in a 
magnifying glass? In some graphics I have seen 

classification is printed in type 


STATINTL 
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MBMORANDUM FOR: Director of Central Intelligence Z 
VIA: Deputy Director for Administration 
FROM: ee! 
STATINTL Acting Director of Security 
SUBJECT: Improving Security Discipline 
REFERENCE: Memo dtd 19 Jun 78 to DCI from 
ee NIO, subject: Your Note of 
STATINTL 30 May 1978 on my Proposal for Improving 
Decument Security 


1. Action Requested: It is requested that you sign 
the attached Tetter. 


2. Background: i so: you @ memorandum 
in which he suggested that the ice of Security lock into 
designing a special "consciousness-raising" program for 
analysts and NIOQ-types. He expressed the i pee that 
sensitivity in handling classified information would be 
every bit as important to this segment of the Agency popula- 
tion as their being alert to the threat from the KGB. 


The senior Security Officer assigned to NFAC, Jack 
has contacted pe and hes elicited his idsaé 
TATINTL as a first step in preparing a briefing specially tailored to 
STATINTL analyst needs. has agread to have Bob 


he senior Security Officer assigned to your 
STATINTL Staff, assist in putting the briefing together. 
Bob, as you may rec » created the very well-received 


security awareness briefing presented at the recent Industrial 
TATINTL Security Symposium. It is now available for use by our con- 
$ tractors. 


STATINTL 


STATINTL 


OS 8 1020/4-A 
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STATINTL 


ST aTINTS In line vith suggestion to i 
the briefing will be in the nature of a questioning, give-and- 


take session, rather than simply talking to a group. Video 
tape coverage will enable us to make subsequent presentations 
to a wider audience, hopefully stimulating additional dialogue 
and surfacing security problems of which we may be unaware. 
This coverage will also enable periodic replay as impact is 
lost with the passage of time. 


As to my previous memorandum on this Subject, I regret 
that it came across to you as being defensive in tone. My 
reference to the recently completed Security Reindoctrination 
Program was intended solely to convey to you my feeling, which 
I still hold, that this presentation has served as a very 
effective tool in raising the level of security awareness 
among our employees. 


Presented to over BR tconcy employees since May b+ 
this year, the Reindoctrination discussed the psychological 
impact of today's external environment--writings of former 
employees, Privacy Act, FOIA, media coverage, etc.--and combined 
it with an internal environment where employees are so frequently 
exposed to classified material and handle it so often that they 
become careless and casual. Security issues which everyone saw 
so clearly and vividly at the time of employment have been lost 
in unthinking routine. 


Reaction to these Reindoctrination presentations (we 
have given sixty-seven to date) has been exactly along the 
lines both you and this Office are seeking. For example, 
following a presentation yesterday, an employee came up to our 
speaker and said, "You have revitalized me. I had forgotten 
to pay attention to all these everyday security precautions." 


I have covered the Reindoctrination at some length in 
order to assure you that steps are being taken to maintain and 
"revitalize" security consciousness inside our buildings. This 
office is not, however, trying to make it appear that we have 
won the battle or done everything we can. At the present time, 
two suggested Agency notices have been prepared which deal 
with controlling visitors to Agency buildings and stopping 
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unauthorized removal of classified documents from Agency 
buildings. Other specific areas such as these will continue 
to be identified and addressed while, at the same time, we 
will continue to stimulate the overall security consciousness 
of our employees, taking advantage of the impetus that your 
interest provides. 


3, Recommendation: It is recommended that you sign the 
attached letter to 


|STATINTL 
Att 
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Executive Hegistry 


3, o 


12 JUL 1978 


STATINTL 


veer 


I appreciated receiving your thoughtful comments 
concerning the special security problems that a busy 
analyst must face in the course of his daily work. I 
passed these connents on to the Office of Security and 
was pleased to learn that you have already had discus- 
sions with security representetives and that plans for 
a special briefing are being worked wp. 


Thank you for your initiative, awareness, and con- 
tinued interest. 


Yours, 


fs/ Stansfield Turrier 
pent STANSFIELD TURNER 


Central Intelligence Agency 
Washington, 3. C. 20505 
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Exscutive Reeistry 


MEMORANDUM FOR: Director of Central Intelligence 


VIA: Deputy Director for Administration 
STATINTL cting Director o ecurity 

SUBJECT: Improving Security Discipline 
STATINTL REFERENCE: Memo dtd 19 Jun 78 to DCI fron 
STATING sup craM Ee Ea ee 


Document Security 


1. Action Requested: It is requested that you sign 


STATINTIEN® attached lettez 


2. Background: In his memorandum, aa acknowl - 


edges that the root problem in document security involves a 
lack of self-discipline on the part of Agency employees, and 
he suggests that the Office of Security design a special 
"consciousness-raising" program for analysts and NIO types 
in.order to promote and reinforce this sense of discipline, 


This Office has just completed a Security Reindoc- 
trination Program for all employees in the Headquarters area. 
It was designed for the sole purpose of raising the level of ~ 
security awareness among our employees. While it stressed, 
of course, the external threat, it did not neglect the 
necessity for individual self-discipline in the handling and 
discussion of classified information. In view of the highly 
laudatory comments we have received from the attendees follow- 
ing each briefing, we are both surprised and disappointed that 
at least one listener felt we had missed the mark so far that 
further "“consciousness-raising" efforts are needed, If this 
1s true, it is regrettable that this opportunity to address 
each employee at Headquarters was not used to maximum 
advantage. 
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In an effort to meet the express needs mentioned 
by RMN x epresentatives of this Office are already 
in contact with NFAC. A special briefing tailored to 

STATINTL analyst needs will be developed and presented. We plan to 
video tape the presentation for subsequent use with a wider 
audience and for periodic replay, 


3. ~Recommendation: It is recommended that 


STATINTL the attached letter to 


Att _ - 
Distribution: 
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Washington. D.C. 20505 


STATINTL pease = 


The Office of Security has read your provocative 
memorandum suggesting a security "consciousness-raising" 
program for analysts and has initiated discussions with 
NFAC administrative officials concerning the development 
of a special briefing on control of classified data at 
all levels of sensitivity. Consideration is being given 
to video taping the briefing for presentation to other 

components. 


I appreciate your continued interest in the security 
of our classified information. 


Yours, 


STANSFIELD TURNER 
STATINTL 


Central Intelligence Agency 
Washington, D. C. 20505 
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23 June 1978 


DD/A Registry 
F- SES M GS | 
MEMORANDUM FOR; Deputy Director for Administration 


FROM : : B. C. Evans 
- Executive Secretary 


SUBJECT : Attached Memorandum (ER 78-5230/7) 


1. The formula sketched in paragraph 3 sends a few chills up my 
sptne because: 


"Who sent what to whom? What proof does one have they 
received it and who besides the conveyor. (in this case very 
sentor officers) is to follow-up on making sure a response 
7s received and so recorded?” 


2. The above vulnerabilities can be overcome if one is sure that 
a copy is filed in the appropriate registry. If the paper is so sensitive 
that no copy is to be retained except in the originating office, it would 
be a must that the Executive Registry here and elsewhere have a blind 
memorandum specifying date, subject, and control number. It goes without 
“saying that the more sensitive an item is, the greater need for Control/ 
Registry so that one can trace the trail and accountability in the event 
of loss or determination of a state of play on any given action. I hope 
you will take the above into account when you review this. 
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‘This Notice ires 1 June 


SECURITY Sear | 
13 June 1 


STATINTL 


SECURITY MARKINGS ON GRAPHIC MATERIALS 


1. Classified graphic materials require the same classification 
or control markings as classified documents. Failure to properly 
classify these materials can result in the dissemination of highly 
sensitive materials to unauthorized viewers. In the preparation of 
graphic materials, numerous preliminary sketches or printings may be 
made before final selection. Without the proper classification .or 
markings on each item, artists or printers not holding appropriate 
security clearances could be involved in the work or unmarked drafts 
could be discarded as unclassified trash. 


2. Agency graphics and printing facilities will not accept job~ 
orders if the materials lack proper classification or control markings. 
Unclassified items or projects should be so marked. ‘The responsibility - 
for providing such markings rests with the originator. q 


JOHN F. BLAKE 
Deputy Director 
for 
Administration 


DISTRIBUTION: ALL EMPLOYEES (1-6) 
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THE DIRECTOR OF CENTRAL INTELLIGENCE pei 


. WASHINGTON, D. C. 20503 [pp/ A Registry 


E i O- 
National Intelligence Officers \ 19 June 1978 


MEMORANDUM FOR: The Director of Central Intelligence 


. / ; 
von: I (|! 
Assistant to the flational\Inteltigence Officer 


STATINTL | | for Political Economy\|/ 


1 i 


"SUBJECT + Your Note of 30 May 1978 (attached) on my Proposal 


for Improving Document Security 


1. Iwas not planning to come back at you on this issue 
because I found your conclusion compelling; namely, that the 
root cause of the problems we have been having is Tack of self 
discipline. But something you said at the meeting with the White 
House fellows started me to thinking again. 


2. You said that we did have a problem (by no means an ex- 
clusive one) with people who tended to became less and less sensitive 
about classified information, with the result that the line be- 
tween what journalists are told and what they should be told tends 
to blur. Then classified information ends up on page IT. The nub 
of the problem here (as it is in taking papers home) is also self- 
discipline about security. 


3. But what does the Agency de to promote and reinforce this 
sense of discipline? In my 3 years at CIA I have had a number of 
"security education briefings"; just this past week I had my fourth. 
While these briefings were well done, held my attention, and emphasized 
the nature of the opposition's threat to us, they were not at atl 


focussed on the issue of discipline in the handling of high] ified 
itivity it di i ation. In fact, - 


n 

you are the only official with whom I have talked who has mentioned 
this particular aspect of security at all. When I entered a production 
office in 1975, I had to learn proper handling procedures on my own, 
and only this week did I learn that most NIQs and office directors 


had no information on the correct procedures. for taking classified 
papers to an inter-agency meeting downtown, . 
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4. This leads me to ask if we ought to see what the Office 
of Security could do to design a special "consciousness-raising” 
program for analysts and NI0-types for whom sensitivity in handling 
classified information is every bit as important as being alert to 
the. threat from KGB. Salts 


- My hat is off to the DDA for their very thorough and — 
ressional review of the practicalities of my coloured paper 
proposal. I was impressed by the time they put into evaluating — 
y suggestion. | “A se Te. 7 g. + thas, Ws os 
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Washington, D.C. 20505 


30 May 1978 


Dear Allan’. 


Your suggestion to introduce a colored paper system as a means of 
improving document security in the Agency is provocative. I am not 
convinced, however, that the problem surfaced as a result of the 
briefcase inspections is one of inadvertent mixture of classified and 
unclassified documents, rather than lack of self-discipline on the part 
of some. 


In an attempt to identify existing colored paper systems for 
classified information, a number of government offices were checked, 
all of which stated that they knew of no such system presently being 
used in the government. One Department did attempt such a system. 
several years ago, but discontinued it due to problems similar to those 
highlighted in the evaluation attached. 


I appreciate your concern for security and share your desire to 


- improve it. 


Your 


STANSFIELD TURNER 


P.S. It was good to see you at dl 


Attachment: 
Evaluation of Suggestion 


Central Intelligence Agency 
Washington, D.C. 20505 
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17 MAY 1978 


MEMORANDUM FOR: Director of Central Intelligence 


i ar e : ( i DD/A Kegisury 
we Approved For Release 2901/08/02 : CIA-RDP81-00142R000600080005-6 FR-1S SITY 
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FROM: John F, Blake STATINTL 


Deputy Director for Administration 
SUBJECT: Improving Document Security | 


REFERENCE: Memo dtd 11 Apr 78, for DCI ‘ron 
National Intelligence Officer; Same Subjec 


1. Action Requested: This memorandum contains a recommendation 
for your approval. STATINTL 


2. Background: suggests that the DCI consider 
requiring all classified material to be typed and xeroxed only on 
colored paper as a means of improving document security in the Agency. 


3. Staff Position: Upon receipt of your comments regarding my 
original recommendation on this subject, a survey was conducted to 
determine whether colored paper systems for classified information are 


currently being used in the government and if so, how they are functioning. 


The following four offices, which it was felt would be the most knowl- 
edgeable on this subject, were contacted and all respanded negatively: 


The Pentagon Records Management Officer; 

The Interagency Classification Review Committee; 
The Deciassification Division, National Archives; 
The Security Policy Branch, O/DNI. 


The Security Policy Branch, O/DNI said that a trial had been 
conducted on such a system several years ago but that it had been 
abandoned due to the technical, logistical, and: financial factors 
involved. 


As our own in-house analysis points out, to be effective a 
color system must be essentially foolproof. If an employee is to 
depend on colored paper to identify classified information, he or she 
must be sure that the colored paper will always contain classified 
information, and that classified information will always be on the 
colored paper. To maintain color control, colored paper would have 
to be available and properly used at production and reproduction points. 
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In some cases this could be done by using interchangeable preloaded 

paper cartridges on reproduction machines. However, roli-fed copiers 

and computer printers would have to be dedicated by classification 

level, and computer output jobs programmed to route print commands to 

the proper machine. Pre-existing colored paper systems would have to 

be modified or eliminated, since color is presently used to differentiate 
information by function rather than by classification. Forms that are 
selectively classified when filled in would have to be reproduced on the 
appropriate color when classified. Incoming documents from all sources 
would have to be controlled to assure that classified information was 
properly color coded or immediately reproduced on colored paper. Conversly, 
the same type of control would be required for unclassified information. 

In addition, whenever documents were declassified, downgraded, or upgraded, 
they would have to be reproduced on the appropriate color. Where the 
original copy of reproduced information is required for tegal or archival 
purposes, it would have to be maintained separately. 


The colored paper suggestion would require substantial procedural 
changes, with associated logistical and training casts, and it would not 


solve the problem of employees intentionally taking home classifted 
information. 


It is felt that ME se ssestion, although well inten- 
tioned, fails to take into proper consideration the problems associated 
with implementing and operating a system of this nature in an environment 
that generates the volume of classified information that is generated by 
the Agency and the Intelligence Community. 


4. Recommendation: It is recommended that you sign the attached 
latter to 
7s/ John F. Blake 
John F. Blake ——— 
Attachment 


* 


Approved For Release 2001/08/02 : CIA-RDP81-00142R000600080005-6 


or GS 


q 


‘ 


C 


_* Approved. For Releasée@001/08/02 : CIA-RDP81-00142R000608@90005-6 


SUBJECT: Improving Document Security 


Distribution: 


Original 


ed el et eed wed eed eel et nd wom! 


Adse 


- DCI w/letter only 


DDCI w/letter only 


- ER w/atts 


DDA Subject w/atts 

DDA Chrono w/letter only 
D/Sec w/atts 

D/L w/atts 

AI/DDA w/letter only 

ISAS w/letter only 

ISAS/RAB (Suggestions) w/att 


35 


Approved For Release 2001/08/02 : CIA-RDP81-00142R000600080005-6 


( ( 


: “Approved For Release#®001/08/02 : CIA-RDP81-00142R000608@60005-6 


| STATINTL 


DIRECTORATE OF ADMINISTRATION 
INFORMATION SYSTEMS ANALYSIS STAFF 
EVALUATION OF SUGGESTION ON IMPROVING DOCUMENT SECURITY 


1 EE 005: that all classified matertal be typed 
or Xeroxed only on colored paper. He notes that in his expertence 
in government, the Agency is unique in its relative lack of attention 
to distinguishing most classified from unclassified documents. He 
feels that the extra time in living with systems such as cover sheets, 
colored paper, and colored borders is worthwhile because they cal? 
attention to sensitive material and make it virtually impossible to 
mix classified and unclassified material in a briefcase. 


2, In evaluating this suggestion, we posed four questions: 
a. Would the suggestion accomplish the intended result? 


b. Could the result be accomplished more economically 
by alternative means? 


c. Would the result be worth the cost involved? 


d. Is there anything special about the Agency that would 
account for our unique handling of classified material? 


3. For this evaluation we postulated that the intended result. 
would satisfy two conditions. First, the probability of inadvertently 
passing information to persons who do not possess the requisite 
clearances would be reduced. Second, the probability of inadvertently 
removing from Agency premises Information that should not be removed | 
would be reduced. Both conditions stress inadvertence, in accord 
with the suggestion's basic thrust. 


ACHIEVING INTENDED RESULT 
4, To significantly reduce the probability of inadvertently 


‘passing or removing information, a color system must be essentially 


foolproof. If an employee is to depend on a colored paper system, 

he or she must be confident, and deservedly so, that paper of the 
established color will always contain sensitive information, and 

that sensitive information will always be on paper of the astablished 
color. if this ware not the case, dependence on paper color as an 
indicator of sensitivity would degrade rather than enhance contro}. 
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To ensure consistent color control, colored paper stock would have 

to be available and properly used at production and repreduction 
noints. In seme cases this could be accomplished by using inter- 
changeabla oreloaded paper cartridges on reproduction machines. 
However, rol] fed copiers and computer output printers would nave 

ta ba dedicated by sensitivity level, and conputer output jobs 

would nave to be programmed to route print commands to the proper 
macnina, Pre-existing colored paper systems would nave to be 
modified or eliminated, since colar is presently used to differentiate 
information functionaliy rather than by sensitivity. Forms that 

are salectively classified on the basis of variable data entry 

would have to be reproduced on the appropriate color stock when 
classified. Color control also would have to ba extended to incoming 
documents from all sources, not only to assure that sensitive infor- 
mation was received or immediately reproduced on colored paper, but 
also that non-sensitive information was received or immediately 
reproduced on plain paper. And whenever documents were declassified, 
downgraded, or upgraded, they would have to be reproduced on 
appropriate stock. In all cases where the original copy of 
reproduced information was required for legal or archival purposes, 
it would have to be maintained separately. If these procedural 
changes were instituted and rigorously observed by all employees, 

the intended result might be achieved. 


ALTERNATIVES 


5. An outline of alternatives is attached. dne alternative 

_ 4s extending the usa of cover sheets to collateral information. 
Form 26, Control and Cover Sheet for Tap Secret Document, is already 
used on collateral Top Secret documents other than cables. Its use 
could be axtended to cables, and different cover sheets used with 
Secret and Confidential information. The latter could be simple 
forms, since they would not require tne datailed record of control 

and access that is filled in on the Form 26. However, the quantity 
of sensitive Agency information would require that our records storage 
capacity he greatly expanded, since every copy of every sensitive 
document would require a cover sheet. Theoretically, cover sheets for 
Secret and Confidential information, since they would not reflect 
contro] and access information, could be removed before documents 
were filed, and added when documents wera removed from the files. 
As a practical matter, however, where space is available to maxe 
notes, notes wil] be made--and filed. Also, attaching cover sheets 
to all sensitive information including drafts and working papers 
is likely to be 1a35 than 2 universal practics. “ere proper 
discioline observed, powevyer, cover sneets miant achteve the intended 
result. 


§. Another alternative, of course, 1s to continue the present 
system. Existing procedures specify that documents ba assembled so 
mnat the top page always reflects the highest classification cf any 
gasers below it. If tha top vace Is itself unclassified it qs to 
ba marked with the appropriate classification and a legend stating 
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that it is unclassified when removed from the attachments. If this 
procedure is followed rigorously, a review of documents before 
loading a briefcase or passing the documents to a recipient will 
clearly indicate the sensitivity of the information included in 

the package, and achieve the intended result. 


COST EFFECTIVENESS 


7. .The foregoing review indicates that the colored paper 
suggestion would require substantial procedural changes, with 
associated logistical and training costs. The cover sheet altarna- 
tive would impose Tess cost, and the status a would 
impose no additional cost. All three alternatives clearly depend 
on self-discipline by individual employees to achieve the intended 
result. No matter what system is followed, each employee must 
independently determine the sensitivity of the information in his 
or her possession or control~-and act accordingly when reproducing, 
furnishing, or carrying the information. Although colored paper 
or cover sheet systems might help to flag sensitive information, 
each employee would still have to double check before taking action, 
since no system is foolproof. 


UNIQUE AGENCY HANDLING 


8. There are two factors that set the Agency apart from most . 
other government operations. 


a. All Agency employees, as a condition of employment, 
are cleared for access to collateral 4nformation classified 
through Top Secret. Therefore, the Aqency does not face 
the typical problem of blanket controls on personnel access 
to classified information. Of course one must ensure that 
potential recipients of information have, In addition to 
proper clearance, the requisite "need-to-know;” but this 
requirement exists independently of classification level, 
and a surface indication of classification would not help 
in determining substantive need. 


b. The bulk of Agency information fs classified, whether 
SCI or collateral. As the suggestor points out, SCI matertal 
already is controlled with a cover sheet system, so we return 
again to collateral information. Since there is so much 
sensitive information routinely being processed throughout 
the Agency, control is best established through what mignt 
be called the "loaded gun" principle--one should always 
handle Anency information as if it were classified, It 
should not be treated otherwise until] one definitely 
determines that it is not sensitive. 
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SURVEY OF GOVERNMENT OFFICES 


9, In an attempt to identify existing colored paper systems for 
classified information, the following offices were checked, all of 
which informed us that they knew of no such system presently being 
used in the government. 


The Pentagon Records Management Officer 

- The Interagency Classification Review Comittee 
The Declassification Division, National Archives 
The Security Policy Branch, 0/ONI 


The Security Policy Branch told us that a colored paper system for 
classified messages was tried several years ago and did not work out. 
The problems that caused the Navy to drop their trial system are among 
those highlighted in the foregoing evaluation. 


RECOMMENDATION 


It is recommended that the colored paper suggestion and the 
cover sheet alternative be declined. It is clear that no matter 
what system of identifying sensitive information is instituted, 
its effectiveness rests ultimately on employee self-discipline. 
In view of the clearance level of Agency employees and the quantity 
of sensitive information we process, the benefit to be expected 
from instituting additional contro] systems would not justify the 
cost of implementing them. It must also be asked whether the 
suggestion addresses the real problem. Experfence in checking 
briefcases leaving Agency premises indicates that the problem 
is not inadvertent removal of sensitive information, but rather 
intentional removal. 


Attachment: 
Cutline of Alternatives 
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OUTLINE OF ALTERNATIVES 


In response to EN suggestion, outlined below are 
‘'STATINTL three alternatives in implenenting the suggestion and the various 
logistical and procedural changes to the present system that would 
be necessary. 


Alternative #1 


Use three different colors of paper for classified material 
iss C) and white paper for unclassified material. This would 
entail: 


1. Stocking the colored paper in the supply rooms, 
printing plant, computer centers, and Xerox rooms. 


2. Changing forms using those colors. 


3. Changing various cover sheets currently used in 
the Agency. 


| 
4. Controlling the color of incoming documents. 
Comnents 


1. Maintaining proper stock levels of three different colors 
of paper could be a problem. The percentage of Agency-originated 
documents at each of the three classification levels would have 
to be determined in order to procure and maintain proper stock 
levels of each color of paper. Also, every time a document fs 
Xeroxed, the operator would be required to change the paper to 
ensure the document is copied on the proper color of paper, and 
computer printers and Xerox machines without easily changeable 
paper would have to be batch limited to a single classification. 


2. Approximataly 15% of Agency forms are printed on colored 
paper. The color of these forms serves various functional purposes, 
1.a., the color may draw the attention of the user of a form to the 
copy on which he or she should take action, file, etc. Also, forms 
are usually not classified until information is recorded on them, 
and then they may not be classified at all. If this suggestion 
were to be fully implemented, how would one determine what color 
of paper should be used for a form when it will be classified, if 
: at all, at a later date. 


3. The present TS cover sheet (Form 26) could continue to be 

used, but the normal Routing and Record Sheet (Form 610) and the 

various codeword cover sheets would have to be reprinted on each of 
the three different colors of paper in addition to white for 
unclassified matertal. 
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4, Since the Agency receives classified material from other 
Government agencies, this system would have to be. implemented 
Government-wide in order to be fully effective. 


5. The colored paper system would also be disrupted by 
declassification and by the covering memos of classified material 


which bear the marking "Unclassified when separated from attachments." 


Alternative #2 


Use one color of paper for all levels of classification and 
white paper for unclassified material. This would entail: 


1. Stocking the colored paper in the supply rooms, 
printing plant, computer centers, and %erox rooms. 


2. Changing any unclassified forms using the color 
chosen for classified material. 


3. Changing cover sheets currently used fn the Agency. 


4, Controlling the color of incoming documents. 


Comments 


1. There should be Tess problem maintaining proper stock 
levels of just one color of paper in addition to white. Copying 
machine operators would still be required to change paper when 
copying classified material, and production on batch process 
machines would still have to be restricted by color. 


2. All unclassified forms printed on the color of paper 


' selected for classified documents would have to be changed. 


As tn alternative #1, there would still be the problem of forms 
being classified only after information is recorded on them. 


3. The cover sheets presently used could continue to be 
used, but in addition Form 610 and codeword cover sheets would 
have to be printed on the colored paper. 


4. Again, this system would have to be adopted Government- 
wide in order to be fully effective. 


5. As in alternative #1, thare would be the problem of 
declassified documents and covering memos of classifted material 


which bear the marking “Unclassified when separated from attachments." 
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Alternative #3 
Use colored cover sheets for classified material. 
entail: Ai 
1. Changing present cover sheet forms. = ae 
tux 
2. Applying a cover sheet to every copy of every 
classified document. ee 
: =, 
Comments =. 

1. The Agency presently has cover sheet forms for TS and 
Codeword material and Form 610 for a37 other documents. As in 
alternatives #1 and #2, cover sheets would have to be printed 
in different colors to indicate TS, 5, or C, or in one color 
for all classifications. 

2. Applying cover sheats to every copy of every classified 

document would impact greatly on the volume of paper maintained 
in files within the Agency. 
— 
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MEMORANDUM FOR: Director of Central Intelligence 


FROM: John F. Blake 
Deputy Director for Administration 


SUBJECT: Improving Document. Security 


oe £550 


Cours 


r} Oger. at 


ATINTL 
REFERENCE: dtd. 11 Apr. 78 for DCI from 
National Intelligence Officer; Same Subj. 


1. Action Requested: This memorandum contains a recommendation. 


for your approval. 


2. Background: fears suggests. that. the DCI consider 


requiring all classified material to be typed and xeroxed only on 


colored paper as a means of improving document security in the 
Agency. 


3, Staff Position: ME su ssest ion although well 
intentioned, does not take into consi eration the technical, 


logistical and financial aspects which would be necessary to 
implement such a system in the Agency. While a system such as 
proposed by rea oe work well in an embassy or other 
environment where the volume of classified material is limited, 
unless -this-concept could be extended government-wide, its 
application: to the-Agency alone would not result in a positive 
gain. 


It is recommended that you sign the 


4. Recommendation: 


«oF 
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Your suggestion te introduce a colored paper system as a 
means of improving docuhent security in the Acency 13 provocative. 
i am not convinced, however, that the problem surfaced as a result 
of the brtefcasa inspections is one of inadvertent mixture of 
classified and unclassified\documents, rather than lack of self 
discipline on the part of so 


In this day of voluminous foterchange of documents of all 
classification levels, my reacticy to a system for the Agency 
that would have to be extended thraughout the covernment or at 
Jeast the Intelligence Community to\be effective, is that it 
would not ensure the desired results and at the same time meet 
the varying needs of the agenctes involved. Additionally, 
stocking special colored paper and using it properly tn our 
document production and reproduction facilities would not be 
cost effective. Extending the use of coverSheets to Confidential 

- and Secret documents as well as cablas might\be a viable alterna- 
: tiva; however, I still opt-for a more substantive reliance on 
| the individual to insure proper control and management of our 
intelligence product. 


security 


; Your continued concern and understanding for t 
of Agency documents is most appreciated. 


ST ATINTL Yours sincerely, 


STANSFIELD TURHER 


Attachment: 


| 
{ 
l 
{ 
I 
Evaluation of Suggestion 


| a 
i entral Intelligence Agency 


Washington, 0. CC. 26595 
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DIRECTORATE OF ADMINISTRATION 
INFORMATION SYSTEMS ANALYSIS STAFF 
EVALUATION OF SUGGESTION ON IMPROVING DOCUMENT SECURITY 


STATINTL 1. HEE suggests that all classified matertal be typed 
or Yeroxed. only on colored paper. He notes that in his experience 
in government, the Agency is unique in its relative lack of attention 
to distinguishing most classified from unclassified documents. He 
feels that the extra time in living with systems such as cover sheets, 
colored paper, and colored borders is worthwhile because they call 
attention to sensitive material and make it virtually impossible to 
mix classified and unclassified material in a briefcase. 


2. In evaluating this suggestion, we posed four questions: 
a. Would the suggestion accomplish the intended result? 


b. Could the result be accomplished more economically 
by alternative means? 


c. Would the result be worth the cost involved? 


d. Is there anything special about the Agency that would 
account for our unique handling of classified material? 


3. For this evaluation we postulated that the intended result 
would satisfy two conditions. First, the probability of inadvertently 
passing information to persons who do not possess the requisite 
clearances would be reduced. Second, the probability of inadvertently 
removing from Agency premises information that should not be removed 
would be reduced. Both condittons stress inadvertence, in accord 
with the suggestion's basic thrust. 


ACHIEVING INTENDED RESULT 


~ 


4, To significantly reduce the probabil tty of dnadvertently 
passing or removing information, a color system must be essentially 
foolproof. If an employee is to depend on a colored paper system, 
he or sha must be confident, and deservedly so, that paper of the 
established color will always contain sensitive information, and 
that sensitive information will] always be on paper of the establ Tsned 
color. If this were not the case, dependence on paper color as an 
indicator of sensitivity would degrade rather than enhance control. 
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To ensure consistent color control, colored paper stock would have 
to be available and properly used at production and reproduction 
points. In some cases this could be accomplished by using inter- 
changeable preloaded paper cartridges on reproduction machines. 
However, roll fed copiers and computer output printers would have 

to be dedicated by sensitivity level, and computer output jobs 

would have to be programmed to route print commands to the proper 
machine. Pre-existing colored paper systems would have <0 be 
modified or eliminated, since color is presently used to differentiate 
information functionally rather than by sensitivity. Forms that 

are selectively classified on the basis of variable data entry 

would have. to be reproduced on the appropriate color stock when 
classified. Color contro? also would have to be extended to incoming 
documents from all sources, not only to assure that sensitive infor- 
mation was received or immediately reproduced on colored paper, but 
also that non-sensitive information was received or immediately 
reproduced on plain paper. And whenever documents were declassified, 
downgraded, or upgraded, they would have to be reproduced on — 
appropriate stock. In all cases where the original copy of 
reproduced information was required for legal or archival purposes, 
it would have to be maintained separately. If these procedural 
changes were instituted and rigorously observed by all employees, 

the intended result might be achieved. 


ALTERNATIVES 


5. An outline of alternatives is attached. One alternative 
js extending the use of cover sheets to collateral information. 


_ Form 26, Control and Cover Sheet for Top Secret Document, is already 


used on collateral Top Secret documents other than cables. Its use 
could be extended to cables, and different cover sheets used with 
Secret and Confidential information. The latter could be simple 
forms, since they would not require the detailed record of control 

and access that is filled in on the Form 26. However, the quantity 
of sensitive Agency information would require that our records storage 
capacity be greatly expanded, since every copy of every sensitive 
document would require a cover sheet. Theoretically, cover sheets for 
Secret and Confidential information, since they would not reflect 
control and access information, could be removed before documents 

were filed, and added when documents were removed from the files. 

As a practical matter, however, where space is avatlable to maka 
notes, notes will be made--and filed. Also, attaching covar sheets 

to all sensitive information including drafts and working papers 

is likely to be less than a universai practice. Were proper 
discipline observed, however, cover Sreets might achieve tre intended 
result. 


6. Another alternative, of course, is to continue tne present 
system. Existing procedures specify that cocuments be assembled so 
that the top nage always reflects the highest classification of any 
papers below it. If the top page is itself unclassified ic ts to 
be marked with the appropriate classification and a legend stating 
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that it is unclassified when removed from the attachments. If this 
procedure is followed rigorously, a review of documents before 
loading a briefcase or passing the documents to a recipient will 
clearly indicate the sensitivity of the information included in 
the package, and achieve the intended result. 


COST EFFECTIVENESS 


7. The foregoing review indicates that the colored paper 
suggestion would require substantial procedural changes, with 
associated logistical and training costs. The cover sheet alterna- 
tive would impose less cost, and the status quo alternative would 
impose no. additional cost. All three alternatives clearly depend 
on self discipline by individual employees to achteve the intended 
result. No matter what system is followed, each employee must 
independently determine the sensitivity of the information in his 
or her possession or control--and act accordingly when reproducing, 
furnishing, or carrying the information. . Although colored paper 
or cover sheet systems might help to flag sensitive information, 
each employee would stil] have to double check before taking action, 
since no system is foolproof. 


UNIQUE AGENCY HANDLING 


& There are two factors that set the Agency apart from most 
other government operations. 


a. All Agency employees, as a condition of emptoyment, 
are cleared for access to collateral information classified 
through Top Secret. Therefore, the Agency does not face 
the typical problem of blanket controls on personnel access 
to classified information. Of course one must ensure that 
potential recipients of information have, in addition to 
proper clearance, the requisite "need-to-know;" but this 
requirement exists independently of classification level, 
and a surface indication of classification would not help 
in determining substantive need.. 


b. The bulk of Agency information is classified, whether 
SCI or collateral. As the suggestor points out, SCI matertal 
already is controlled with a cover sheet system, so we return 
again to collateral information. Since there is so mucn 
sensitive information routinely being processed throughout 
the Agency, control is best established through what might 
be called the "loaded gun" principle--one should always 
handle Agency information as if it were classified. It 
should not be treated otherwise until one definitely 
determines that it is not sensitive. 
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It is recommended that the colored paper suggestion and the 
cover sheet alternative be declined. It is clear that no matter 
what system of identifying sensitive Information is instituted, 
its effectiveness rests ultimately on employee self-discipline. 
In view of the clearance level of Agency employees and the quantity 
of sensitive information we process, the benefit to be expected 
from instituting additional control systems would not justify the 
cost of implementing them. It must also be asked whether the 
suggestion addresses the real problem. Experience in checking 
briefcases leaving Agency premises indicates that the problem 
is not inadvertent removal of sensitive information, but rather 
intentional removal. 


Attachment: 
Outline of Alternatives 


othe 
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| OUTLINE OF ALTERNATIVES 


STATINTL In response co EEE suggestion, outlined below are 
; three alternatives in implementing the suggestion and the various 
Jogistical and procedural changes to the present system that would 


be necessary. 
Alternative #1 


Use three different colors of paper for classified material 
(TS, 5, C). and white paper for unclassified material. This would 


entail: 


1. Stocking the colored paper in the supply rooms, 
printing plant, computer centers, and Xerox rooms. 


2. Changing forms using those colors. 


3. Changing various cover sheets currently used in 
the Agency. 


4. Controlling the color of incoming documents. 


Comments 


1. Maintaining proper stock levels of three different colors 

of paper could be a problem. The percentage of Agency-originated 
‘documents at each of the three classification levels would have 

- to be determined in order to procure and maintain proper stock 
levels of each color of paper. Also, every time a document is 

Pe yeroxed, the operator would be required to change the paper to 

ensure the document is copied on the proper color of paper, and 

| . computer printers and Xerox machines without easily changeable 

paper would have to be batch limited to a single classification. 


2. Approximately 15% of Agency forms are printed on colored 
paper. The color of thesa forms serves various functional purposes, 
| j.e., the color may draw the attention of the user of a form to the 

copy on which he or she should take action, file, etc. Also, forms 
are usually not classified until information is recorded on them, 

-and then they may not be classified at all. If this suggestion 
were to be fully implemented, how would one determine what color 
of paper should be used for a form when it will be classiffed, if 
at all, at a later date. 


3. The present TS cover sheet (Form 26) could continue to be 
used, but the normal Routing and Record Sheet (Form 619) and the 
various codeword cover sheets would have to be reprinted on each of 
the three different colors of paper in addition to white for 
unclassified material. 
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4, Since the Agency receives classified matertal from other 
Govarnment agencies, this system would have to be implemented 
Government-wide in order to be fully effective. 


5. The colored paper system would also be disrupted by 
declassification and by the covering memos of classified matertal 
which bear the marking "Unclassified when separated from attachments." 


Alternative #2 


peepee ev eniettine 


Use one color of paper for all levels of classification and 
white paper for unclassified material. This would entail: 


1. Stocking the colored paper in the supply rooms, 
_ printing plant, computer centers, and Xerox rooms. 


2. Changing any unclassified forms using the color 
chosen for classifted material. 


3. Changing cover sheets currently used in the Agency. 


4. Controlling the color of incoming documents. 


Comments 


1. There should be Tess problem maintaining proper stock 
levels of just one color of paper in addition to white. Copying 
machine operators would stt11 be required to change paper when 
copying classified material, and production on batch process 
machines would still have to be restricted by color. 


2. All unclassified forms printed on the color of paper . 
selected for classified documents would have to be changed. 
As in alternative #1, there would still be the problem of forms 
being classified only after information is recorded on them. 


3. The cover sheets presently used could continue to be 
used, but in addition Form 610 and codeword cover sheets would 
have to be printed on the colored paper. 


4, Again, this system would have to be adopted Government- 
wide in order to be fully effective. 


5. As in alternative #1, there would be the problem of 


declassified documents and covering memos of classifted material 
which bear the marking "Unclassified when separated from attachments.” 
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Alternative #3 


Use colored cover sheets for classified material. This would 


entail: 
1. Changing present cover sheet forms. 


2. Applying a cover sheet to every copy of every 
classified document. 


Comments. 


1. The Agency presently has cover sheet forms for TS and 
Codeword material and Form 610 for all other documents. As in 
alternatives #1 and #2, cover sheets would have to be printed 
in different colors to indicate TS, S, or C, or in one color 
for all classifications. 


2. Applying cover sheets to avery copy of every classified 


document would impact greatly on the volume of paper naintained 
in files within the Agency. 


tL Map 
Wyk 2 3 28 Ly AR He J ee Sade 


Approved For Release 2001/08/02 : CIA-RDP81-00142R000600080005-6 


' " Approved.For Seer te Cl ROPE. cae 080@05-6 


ie pratt ene 


\° © CENTRAL INTELLIGENCE (7Zf- 22.70 ay 


NFAC 1476-78 
National jntelligance Officers 11 April 1978 


pp/A Registry |: 


MEMORANDUM FOR: The Director 


S my 1 Intelligence 
STATINTL Officer for Political Economy 
SUBJECT : A Suggestion on Improving 4 


Documents Security 


1. Action Required: That you consider re- : 
quiring all classified material be typed or xeroxed. } 


iy on coloured paper. 


2. Discussion: I was struck by your comments 
on documents security in the latest "Notes from the 
‘irector." Of all the government agencies in which 

have worked (DoD, State, and US Embassies abroad), 
STA is unique in its relative lack of attention to 
‘distinguishing most classified from unclassified 
documents. I have worked under cover sheet systems 
(as we now have only for codeword material), 
coloured paper systems, and plain papar with 
coloured borders systems. The extra time that had 
to go into living with these systems always struck 
me as worthwhile: they called attention to the 
sensitive nature of the material I was handling 
and they made it virtually impossible to mix P 
classified and unclassified material in ¢ brief case.” 
i 
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Now, a TS or secret cable is virtually indistinguishable 
from other sheets of white paper in an in-box. In 
making the suggestion that you consider going to a 
coloured paper system, I thought this would be the 
simplest way to distinguish between classified and 
unclassified documents andeasieston those who have 

to do the typing and the xeroxing. 
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